To onboard an API to the Developer Portal:

1. On the Developer Portal homepage, click the SIGN IN menu.

Ascension AP CATALOG  SUPPORT  SEOHIM

Developer Portal

Caonnecting product teams, architects, and developers
innovating for cur patients and caregivers

The Ascension AP Developer Partal provides developens scoess 10 reeources for L'y }
crealing Inegrated sutiens 1o xand Ascenaion dighal capabiiias.

SIGHIY CREATE ACCOUNT SUPPORT

2. Click the LOGIN WITH SAML button on the Sign in page.
l&ﬂ.l&:\lﬂﬂillﬂ

Sign in

Email
Password
Crpade gr gecount
Baset passwond
oR

LOGEN WITH SAKL

3. On the Ascension Sign In page, enter your domain\username and password.


https://developer.ascension.org/

4. Click the Sign in button.

ﬂ%) Ascension

Please sign in using domainusamanms

domaniusernanme

Passwaord

5. On the Developer Portal homepage, locate the For APl Developers (Producers) Onboard
a New API to the API Catalog section.
6. Click the SUBMIT APl PROPOSAL button in Step 1.

FOR AP| DEVELOPERS (PRODUCERS)

Onboard a New API
to the API Catalog

o Submit an API Proposal

Onboarding an APl to the API Catalog begins with the submission of an API
Proposal. Information about an APl such as the name, description, and
Product Owner is included in an APl Proposal. Once the API Proposal is
submitted, the Platform Services team validates the information and
requests additional information (if needed). AP| Proposals are approved
within 48-72 hours.

SUBMIT API PROPOSAL



7. Complete the API Proposal form.
API Proposal

An APl Proposal is the first step in onboarding an AP| to the Developer Partal. It is used by the Platform Services team to evaluate an APl and ensure the
information provided meets the requirements for inclusion in the APl Catalog, To start the onboarding process, complete the required fields then submit
the API Proposal to the Platform Services team for review. Once the APl Propesal is reviewed and approved by the Platform Services team, you will
receive an email notification with instructions to complete the onboarding process. See the Getting Started Guide for API Producers for guidance on how
to complete this form and the remaining steps in the onboarding process.

All fields are required

Enter a name for the AP to display 2= a title in the API Catalog. AP| names should only include

wed.

APl Mame GettingStarted AP

etters, numbers, underscores, and dashes. Spaces are nat a

Exarmples: GuidesPl, User-Prafila-AP), Guids_AF

Enter a short description for the AP to disglay as a subtitle in the APl Catales

Description Use this APl to quickly onboard to the Developer Portal

seriptions cannot excead 204 characters

Example: Use this API to manage users, roles, and sceges for client

apglications

Enter the nan he project or application that is associated

Project or Application TestApplication

with the APl
MName

Examples: HealthConnactPatientConsenta Pl Motification Service

Enter your email addrass.

Requestor john.doe@ascension.org

. . R il address of the Product Qwner or Prodwct Manager for the AP A Product Owner manages the wch backlog
Product Owner jan etestwasce nNsIon.org B . . e . " —

while a Pr Manager identifies customer needs and drives program increment objectives.

. - N Enter the email address of the Praduct Architect for the AP & Product &rchitect is responsible for the high

Product Architect josh.name@ascension.org
- evel des of a product.
o path y b ue prefix to append to the base URL of the AP Proxy, A Proxy Base Path uniguely
oxy Base Pat member-teste Identifies the LRI path used by a proay host server to route requests to an APl proxy
Example: In https:/dev-api.ascension.arg/member-testd,

the base URL is hitps.//des-apiascension.cng and the proxy
base path Is fmember-testd

Require custom proxy policies

It custom proxy policies are needed, salect the chec

then enter a description of the custom prox;
ti

ex neaded. Custom proxy palicies add management

capabi s such as security, access contral. and rate

ing the need to code and

preve; aintain thermn separately. Security policies =

authentic

content-bazed s=cw Access control policies support w=er verification and acce=s to data and resources. Rate limiting policies

enable reguest and nse flow manager thraugh AP prosies,

Description Rate limiting is needed to protect against performance lags and downtime caused by the number of API requests received.



Field

Description

APl Name

Enter a name for the API to display as a title in the API Catalog. API
names should only include letters, numbers, underscores, and dashes.
Spaces are not allowed. Examples: GuideAPI, User-Profile-API,
Guide_API

Description

Enter a short description for the API to display as a subtitle in the API
Catalog. Descriptions cannot exceed 204 characters.

Project or
Application Name

Enter the name of the project or application that is associated with the
API. Examples: HealthConnectPatientConsentAPI, Notification Service

Requestor

Enter your email address.

Product Owner

Enter the email address of the Product Owner or Product Manager for
the API.

Product Architect

Enter the email address of the Product Architect for the API.

Proxy Base Path

Enter a unique prefix in the Proxy Base Path field to append to the base
URL of the API Proxy. Example: In
https://dev-api.ascension.org/member-test4, the base URL is
https://dev-api.ascension.org and the proxy base path is /member-test4.
The API proxy will be created later in the onboarding process.

Require custom
proxy policies

If custom proxy policies such as access control, security, or rate limiting
is needed, select the checkbox. If custom proxy policies are not needed,
do not select the checkbox.

Description

If the Require custom proxy policies checkbox is selected, enter a
description of the custom proxy policies needed.



https://developer.ascension.org/getting-started-guide-for-api-producers#productowner
https://developer.ascension.org/getting-started-guide-for-api-producers#productmanager
https://developer.ascension.org/getting-started-guide-for-api-producers#productarchitect
https://developer.ascension.org/getting-started-guide-for-api-producers#proxybasepath
https://developer.ascension.org/getting-started-guide-for-api-producers#apiproxy

8. Click the SEND button.
9. Inthe Confirm Message dialog, click the CONFIRM button.

Confirm Message

CANCEL CONFIRM

10. On the API Product Summary page, a message displays confirming that the API Proposal
form has been submitted to the Platform Services team for review.

API Product Summary

'a Success! Your APl Proposal for GetlingStartad AP has been submittad for review 1o the Platform Services team. APl Proposals ara approved within 48- x
T2 hours, Check your email for instructions on how 1o complele the onboarding process,

GettingStartedAPI GettingStarted API

API

Project/Application Mame TestApplication o
API Proposal Initiated

Base Path Jmember-tests
o——0—0—0
Requestor ighn.doe@ascension.org
Product Owner jane.test@ascension.org
Product Architect josh.name@ascension.org
API| Proxy

API Proxy provides an abstraction or facade for your service APl and
provides security, rate limiting, quotas, analytics, and more

NOTE: The information from the API Proposal form is added to the APl Product Summary page.
There is also a Status section where you can track the progress of your API Proposal. The current
status should be API Proposal Initiated.



11. Once the API Proposal is submitted, the Platform Services team will send a confirmation
email to you, the Product Owner, and the Product Architect with the subject: Request
Confirmation to API Producer. The team will then validate the information in the API
Proposal and request additional information (if needed). API Proposals are approved within
48-72 business hours.

@ Apigee Team (no reply) <noreply@ascension.org: Dec 20,2022, 10:39 AM H
. tome -
Hi APl Producer,

Thank you for submitting an AP| Proposal! The Platform Services team is reviewing your submission and will contact you if additional clarification is needed.

Once your AP| Proposal is approved, you will receive an email with instructions to complete the next step in the onboarding process which is to request an AP1 Proxy. API
Proposals are approved within 48-72 hours. While your AP| Proposal is being reviewed, please ensure that your product team is aware that a specification is required for all APls
that are onboarded to the Developer Portal.

AP| Specifications explain the functional and expected behavior of an AP, as well as its fundamental design philosophy, and supported data types. Your specification will be used
by Ascension’s developer community to leam about your APl and how it can be used to enable the digital products that Ascension uses to engage with our clinical and consumer
communities.

If you have any questions, please contact the Platform Services team via Slack at hitps://ascension.slack.com/archives/C01JBDSMES4 (#apigee-general) or email at api-

intagrations-team(@ascansion.org.,

Regards,
The Platform Services Team
12. Once the API Proposal is approved, the Platform Services team will send you, the Product
Owner, and the Product Architect a second email with steps to complete the onboarding
process. Gather the information listed in step 1 before proceeding.

® Apigee Team (no reply) sncreply@ascension.org 127 PM (Zhouwsags) Py & ;
@ ©wre-
Hi &P Producer,

Congratulations! Your APl Proposal has been approved by the Flatform Sandices team,

The next step in the enboarding process is to request an AP Proxy. An AP Proxy is a simple gateway between applications and backend services that makes requests to the backend services on
behalf of the applications. AP Proxies allow developers to define an AP| without having to change underlying backend senvices.

To request an AP Proxy:

-

. Gather the: following information:

a. The email address of the Data Owner,

b. The email address af the Service Owner.

¢, The target production date which is the desired date of deployment to production, This date must be at least ten business days after the AP Is deployed in lower envirenments,

. The AP| Specification in Swagger's OpendPl Specification 3.0.x format,

&, The development AR endpoint or development environment LURL for the AP| to use for redirecting proxy requests. The format should be hitps:vournosiname. api.cloud-02, pof ascenaion org,
I. The method (e, Basic Auth, Ascension 1D User Token, Ascension |0 Machine Token, or Opague Token) and credentals for the devedopment AP endpoint authentication.

g. Wil the AP| be used for a web application and If so will i require a Cross-Origin Resource Sharing (CORS) pollcy?

h. Can the &P support high frequency requests or would the AP proxy need a rate limit of more than 20ps applied? A standard rate limit of 20ps is automatically applied to all APls as a baseline.

2. Complate the API Fraxy Request form: hilps:iiapiges-porlal-wab-dev apo.cloud-02 pol ascenson.ormiregislamewapa /b

Cnee your AP Proxy Request is submitted, visit the AP| Proguct Summary page: hitps:/apigee-portal-w

status of your AP Proposal and AP| Proxy Request,

app.clovd-02. pef.ascension orglap

I you have any questons, please use the following resources:

a. Getting Started Guide for APl Producers: hitps /ideveloper ascension. onglgething-started-quide-for-apl-producers
b. Support: bl pedenelopar ascension. orasupoorl
e, Plalfarm Sanices leam Slack channel (Rapiges-genaral): htlps:ias:

d. Piatform Services team email (AHNAT-DL-Apigee Team): ap-integrations-leam@ascension.org

a

Regards,
The Platform Services Team



Field

Description

Data Owner

The email address of the Data Owner.

Service Owner

The email address of the Service Owner.

Target Production
Date

The target production date which is the desired date of deployment to
production. This date must be at least ten business days after the APl is
deployed in lower environments.

API Specification

The API Specification in Swagger’s OpenAPI Specification 3.0.x format.
Click the API Specification Template to automatically download an easy
to use template for creating API Specifications.

API Dev Endpoint

The development APl endpoint or development environment URL for
the API to use for redirecting proxy requests. The format should be
https://yourhostname.api.cloud-02.pcf.ascension.org.

Authentication

The method and credentials for the development API endpoint
authentication.

Cross-Origin
Resource Sharing
(CORS)

Will the API be used for a web application and if so will it require a
Cross-Origin Resource Sharing (CORS) policy?

Rate Limit

Can the API support high frequency requests or would the API proxy
need a rate limit of more than 20ps applied? A standard rate limit of
20ps is automatically applied to all APIs as a baseline.

13. In the email, click the API Proxy Request form link.



https://developer.ascension.org/getting-started-guide-for-api-producers#dataowner
https://developer.ascension.org/getting-started-guide-for-api-producers#serviceowner
https://developer.ascension.org/getting-started-guide-for-api-producers#apispecification
https://swagger.io/specification/
https://docs.google.com/document/d/1RB2s7X6vYTG71GKQznGa6wBs003dDjvYpXCINpS-cBs/export?format=docx
https://developer.ascension.org/getting-started-guide-for-api-producers#crossoriginresourcesharing

14. On the My APIs page, complete the APl Proxy Request form.
API Proxy Request

An AP| Praxy request is the second step in onboarding an AP ta the Developer Portal. It is used to trigger the automated portion of the anboarding process
where an AP Praxy is created, deployed to development, and added to the API Catalog. An APl Proxy acts as a gateway between an APl and applications. It
enables expasure of an APl while maintaining its security and stability by shielding the API's backend services and making requests an behalf of the
applications. To request an APl Proxy, complete the required fields then submit the API Proxy Request. Once the request is submitted, you can track the status
of the API Proxy on your APl Product Summary page. See the Getting Started Guide for API Producers for guidance on how to complete this form and the

remaining steps in the onboarding process.

All fields are required

AP| Details
Werity the following information that was prefilled from your AP Propesal
APl Mame apigee-GeltingStarted AP12
Project/Applicaticn Mame Ascension apigee-GettingStarted API2 API Family aplgee-GettlngStartedAPIZ
Use this APl to quickly onboard to the Developer
Requestor ‘waccension-external.org P
Product Crwner janetest@ascension.ong
Product Architect josh.name ension.org
Data Owner joshname@ascension.org ADD DATA OWHNER

sibile

Service Owner ADD SERVICE OWMNER

Target Production Date Q2102023 [m]

APl Specificati
pecinication testyaml X BROWSE FILES




API Proxy Details

Requests sent from applications to the Proxy Requaest Path are routed by the API Proxy to the endpoint of your API

Proxy Base Path

Proxy Request ttps:Afdev-apiascensionorg/member-test7/ -4
Path

AP Dev Endpoint https://dev-api.ascension.org,/member

BASIC AUT ASCENSION ID USER TOKEN | ASCENSION ID MACHINE TOKEN | CPADUE TOKEM

Accension 1D QA
Client ID/Audience hgvas56789056789

Clairr

ADD DEV ENDPOINT

Integrations and Policies

[ APl will be used for a web application (CORS policy will be included in proxy)

0 Enable a rate limit higher than 20ps

Motes or Special Instructions

SEND SAVE

Field Description

API Details Verify the APl Name, Project/Application Name, Requestor, Product Owner,
and Product Architect information.

Data Owner Enter the email address of the Data Owner.



https://developer.ascension.org/getting-started-guide-for-api-producers#dataowner

Service Owner

Enter the email address of the Service Owner.

Target Select the production deployment date for the API. The production deployment
Production date must be at least ten business days after the API is deployed in lower
Date environments.

API Upload an API Specification (YAML file) that follows Swagger’s OpenAP|
Specification Specification 3.0.x format to display in the API Catalog. Click the API

Specification Template to automatically download an easy to use template for
creating API Specifications.

Proxy Request
Path

Verify the Proxy Base Path appended to the base URL. Example: In
https://dev-api.ascension.org/member-test4, the base URL is
https://dev-api.ascension.org and the proxy base path is /member-test4. The
Proxy Request Path is used by the proxy host server to route requests to the
API.

API Dev
Endpoint

Enter the development environment URL for the API. Example:
https://yourhostname.api.cloud-02.pcf.ascension.org

Select the type

of authorization

needed to
access the API
Dev Endpoint.
Authorization is

Basic Auth: Select then enter the username and password required to access
the endpoint. Ascension ID User Token: Select then enter the Ascension ID QA
Client ID. Ascension ID Machine Token: Select then enter the Ascension ID QA
Client ID. Opaque Token: Select then enter the Ascension ID QA Client ID.

required.

Add Dev Click the Add Dev Endpoint button to add additional development environment
Endpoint URLSs for the API, if needed.

Integrations Select the checkboxes if the API will be used for a web application and a

and Policies higher rate limit is needed. A standard rate limit of 20ps is automatically



https://developer.ascension.org/getting-started-guide-for-api-producers#serviceowner
https://developer.ascension.org/getting-started-guide-for-api-producers#apispecification
https://swagger.io/specification/
https://swagger.io/specification/
https://docs.google.com/document/d/1RB2s7X6vYTG71GKQznGa6wBs003dDjvYpXCINpS-cBs/export?format=docx
https://docs.google.com/document/d/1RB2s7X6vYTG71GKQznGa6wBs003dDjvYpXCINpS-cBs/export?format=docx
https://developer.ascension.org/getting-started-guide-for-api-producers#proxybasepath
https://developer.ascension.org/getting-started-guide-for-api-producers#proxyrequestpath
https://developer.ascension.org/getting-started-guide-for-api-producers#authorization
https://developer.ascension.org/getting-started-guide-for-api-producers#basicauth
https://developer.ascension.org/getting-started-guide-for-api-producers#ascensionidusertoken
https://developer.ascension.org/getting-started-guide-for-api-producers#ascensionidmachinetoken
https://developer.ascension.org/getting-started-guide-for-api-producers#opaquetoken

applied to all APIs as a baseline. If integrations and policies are not needed, do
not select the checkboxes.

Notes or Enter additional information that may be helpful to the Platform Services team.
Special
Instructions

15. Click the SEND button to submit the API Proxy Request or the SAVE button to save the
form for completion at a later time.
16. In the Confirm Message dialog, click the CONFIRM button.

Confirm Message

17. On the API Product Summary page, a message displays confirming that the API Proxy
Request has been submitted to the Platform Services team for processing. Once processing
is complete, the API Proxy will be deployed to development. API Proxies are deployed to
development fifteen minutes after requests are submitted.

18. Verify the information on the AP/ Product Summary page.




19. Check the status of the API Proposal. The status should be API Proposal Processing which
means the automated portion of the onboarding process has begun.

API Product Summary

Q Success! Your AP Proxy Request for apiges-GettingStarledAPI2 has been submitted {o the Platform Services team for processing. (Once processing is complete, the API Proxy will be deployed to DEV. AP Proxies E
are deployed to DEV 15 minutes after requests are submitied

. : apigee-GettingStartedAP|2
apigee-GettingStartedAPI2 pig g
=e this APl to quickly onboard to the Developa
AP
Project/Application Name TestApplication2 .
AP| Proposal Processing
Base Path Jmember-test?
*——8—0—0
Requestor dascension-external.arg
procuctnrar janetest@ascension.org
Product Architect josh.name@ascension.org
Data Owner mascension-external.arg
Service Owner ‘@ascension-external.org
Target Production Date Feb 10, 2023, in 11 days
AP Specification DOWNLOAD AP| SPECIFICATION
APl Proxy
~
To test the proxy you will need AP| Key and Secret,
Reguest them by providing your APl name and endpeint to api-integrations-team@ascension org or #apigee-general slack channel.
Used for Web m
Application
Enable rate limit of 20ps Mo

To test the proxy you will need AP| Key and Secret.

Request them by praviding your APl name and endpaint to api-integrations-tes ension.org or #apigee-general slack channel.

Naotes and Special Instructions

back to to


https://developer.ascension.org/getting-started-guide-for-api-producers#automatedonboardingprocess
https://developer.ascension.org/getting-started-guide-for-api-producers#top

Automated Onboarding Process

Once the API Proxy request is submitted by the Producer and their API Proposal is processing, the
automated portion of the onboarding process begins. During the automated portion, the system
creates a GitHub repository for the APl and a Jenkins pipeline is triggered. The GitHub repository
and Jenkins pipeline are needed to build and deploy the APl Proxy.

NOTE: No action is needed from Producers during the automated onboarding process. The GitHub
repository and Jenkins pipeline are created automatically by the system.

Congratulations

Once the build is complete in Jenkins, navigate to the APl Product Summary page. The status of
your API Proposal is APl Proxy Deployed which means that your API Proxy has been deployed to
the development environment for the Developer Portal.

API Product Summary

. . apigee-NewGettingStartedAPI
apigee-NewGettingStartedAPI Pig g
AP|
Project/Application Name GettingStartedApplication
API Proxy Deployed
Base Path /etting-started
*—o—0—0—0
Requestor wascension-external.org
Product Owner aascension-external.org 10 F
X . Proposal submitted by wascension-externalorg
Product Architect agscension-external org
Data Owner aascension-external org e d"F[U::L'd by admin
posal approved by ad
Service Owner @ascension-external.org
Target Production Date Mar 13, 2023, in 33 days [h=propesstisbeNzlprocessed
API Specification DOWNLOAD AP SPECIFICATION Proposal Deplayed

Congratulations! You have successfully onboarded your API to the Developer Portal.



API Proxy Promotion

Once an API Proxy is deployed to the development environment, it can be promoted to the
QA, UAT, and production environments. The following process must be completed by
Producers for an API Proxy each time promotion is needed to a higher level environment.

To promote an API Proxy:

1. On the API Product Summary page, click the Promote Proxy button in the AP/ Proxy

section.
API Proxy
Dev
Proxy Request Path API Dev Endpoint
hittps:/idev-api.ascension.orggetting-started hitps:/idev-api. ascension.org/gettingstarted

Authorization Methods

ntegrated with Ascension ID

To test the proxy you will need API Key and Secret.
Request them by providing your APl name and endpoint to api-integrations-team@ascension.org or #apigee-general slack channel.

PROMOTE PROXY
Used for Web m

Application

Enable rate limit of 20ps @

To test the proxy you will need API Key and Secret
Request them by providing your APl name and endpoint to api-integrations-team@ascension.org or #apigee-general slack channel,

Motes and Special Instructions



2. Onthe MY APIs page, enter the QA Endpoint for the API in the API QA Endpoint field
of the Proxy Details section. The endpoint must be in the format:
https.//yourhostname.api.cloud-02.pcf.ascension.org.

My APIs

API Proxy Request

A Proxy is a program that acts as a gateway to your API. It helps "expose” your API to other applications. It is created automatically but gets deployed and
tested across environments, just like your API. A Proxy helps keep your APl secure and stable.

All fields are required.

API| Details

APl Name apigee-MewGettingStarted AP

el /getting-started apigee-NewGettingStartedAPI
Project/Application Name Ascension apigee-NewGettingStarted AP AFI Family A e P to quickly onboard
Requestor sascension-external.org

Product owner dascension-externa

Product architect dascension-ext:

Data owner Sascension-e

Service owner @ascension-external.org

Target production date 3/13/2023

Proxy Details

—

Requests sent to the proxy request path are routed by the proxy to the end point of your APL

Proxy Base Path /eetting-started

Proxy Request https://ga-api.ascension.org/getting-started,/
Path

APl QA Endpoint https://qa-api.ascension.org/getting

ame.api.cloud-02.pcf.ascension.org

NoAuth

3. Click the SEND button.



4. Inthe Confirm Message, click the CONFIRM button.

Confirm Message

5. Onthe API Product Summary page, a message displays confirming the API Proxy
promotion was submitted successfully. APl Proxy promotions are processed within

15 minutes.
API Product Summary
Q Sucoass! Your AP Proxy promolion was submitted successfully. AP| Proxy promaotions are procassed within 15 minutes. x
apigee-NewGettingStarted AP apigee-NewGettingStartedAPI
APl
Project/Application Name GettingStartedApplication . .
APl Promotion Processing
Base Path Smetting-started
*—o——0—0
Requestor dascension-external.org

Product Owner

Product Architect tascension-external.org
Data Owner mascension-externalorg
Service Owner @ascension-external.org
Target Production Date Mar 13, 2023, in 33 days

API Specification DOWNLOAD API SPECIFICATION

6. Once the API Proxy promotion is complete, the status on the API Product Summary
page is updated to APl Promotion Completed.

7. Repeat steps 1 -4 to promote the API Proxy to UAT then repeat again to promote it
to production.

Once an API Proxy promotion is successfully submitted, the status of the deployment can
be viewed on the API Product Summary page. If an API Proxy is deployed to development,
then promoted to QA, UAT, and production, the Dev, QA, UAT, and Prod drop-downs will be
enabled. In the example image below, the API Proxy has been deployed to development and



promoted to QA, so the Dev and QA drop-downs are enabled on the API Product Summary
page.

API Proxy

N

Proxy Request Path APl QA Endpoint

hitps figa-ap ascension org/getting-stared nitps /iga-api ascension orgigatting

Autherization Methods

Integrated with Ascension ID

To test the proxy you will need API Key and Secret.
Request them by providing your APl name and endpoint to api-integrations-team@ascension.org or #apigee-general slack channel.

Used for Web m

Application

Enable rate limit of 20ps o

To test the proxy you will need APl Key and Secret.
Request them by providing your APl name and endpoint to api-integrations-team@ascension.org or #apigee-general slack channel.

Notes and Special Instructions



